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HILOC Frequently Asked Questions

1. How do | obtain a user account for the Hawaii Level of Care (HILOC) system?

Registration Process for Accessing the HILOC Application

To register for access to HILOC, select the Register Here link on the Login page:

a. Type https://hiloc.hshapps.com in the address bar of the Web browser.
Select the Register Here link within the Secure Login box.

HSH t
_s .._..'.. t’ﬂ"ec

S 0
User Nams
Password

LBaaq Agres | Logn 1

Login Troubleshooing | FACS

it BEgiSter Here ‘--'--

b. Enter your first name, last name, and phone number (including area code). Required entries appear in
pink.

c. Select from the Facility or Managed Care Plan lists if applicable. If you work for a provider, select
from the Facility list. If you work for a managed care plan, select from the Managed Care Plan list.
You can select from only one list.

d. Select the Next button to continue with the user registration or select Cancel to end.
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Register for a HILOC Account.

e
Losthame: [ ]

Phone . | |

(555) 555-5555

Fax Number:

MNOTE: If you are a representative for a facility or an
employee of a managed care plan please make the
appropriate selection below.

Facility: | NONE v|

Managed

Care Plan: A hd

Cancel

HILOC FREQUENTLY ASKED QUESTIONS

C—

e. After selecting the Next button, an error message will appear if any of the required entries are
missing. Below are some examples of possible error messages.

Register for a HILOC Account.

S —
P E—

Phone | |

Phone fumber:

Fax Number:

NOTE: If you are a representative for a facility or an
employee of a managed care plan please make the
appropriate selection below.

Facility: |NONE v

Managed

Care Plan: NiA hd

+ First Name is required.

@ « Last Name is required.

+ Phone number is required

)

Cancel

f. If the phone number is less than 10 digits, the following error message will appear. To avoid this
message, enter all 10 digits, including the area code (e.g., 8085551212).
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Register for a HILOC Account.

First Name: IJane

Last Name: ISmith

Phone Number:

(555) 555-5555 |‘123456?89 | N—
Fax Number: I

NOTE: If you are a representative for a facility or an
employee of a managed care plan please make the
appropriate selection below.

Facility: | NONE v

Managed

Care Plan: NIA v

@ « Phone number is not a valid phone number. h-
——

Cancel

g. Enter your e-mail address, password, and password confirmation. Each of these entries is required.
Please note that:

e You must enter your e-mail address in a valid e-mail format (e.g., jsmith@company.com) or the
error message shown below will appear.

Register for a HILOC Account.

Email: jsmith at company.com | N
—

Please select a password that contains at least 8 characters, one
capital letter, one number, and one special character (such as * #,
etc).

Password: |

Confirm Password: |

Please choose a password you can remember. If helpful, write
down your password and store it in a secure location.

@ Email is not a valid email address.
' --‘

Previous Request Account Cancel
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e A password must be entered and conform to password rules or the following error message will
appear. The password rules are stated above the password box.

Register for a HILOC Account.

Email: |jsmith@company_com

Please select a password that contains at least: § characters, one
capital letter, one number, and one special character (such as * #,
etc.).

Password: |

Confirm Password: |

Please choose a password you can remember. If helpful, write
down your password and store itin a secure location.

Please select a password that contains at least: 8
characters, one capital letter, one number, and one'

special character (such as *, #, etc.). e —

Previous Request Account Cancel

h. Select Request Account when all boxes have been completed and you are ready to request an
account.

i. The Previous link will take you to the previous window. Cancel will close the registration form
without saving previously typed entries.

j. Please complete all questions carefully. Select information that you will easily remember, and be sure
to place anything you write down in a safe place. Should you forget your password, see Password
Help in Section 3 of the User Guide.

Once Health Services Advisory Group (HSAG) has verified your information, you will receive an e-mail
confirmation that your account has been approved and you can start using HILOC.

2. lam not able to log in, or
I just registered but the system will not let me Log in, or
I have forgotten my password

Troubleshooting Your Login
You can try a few possible solutions prior to requesting assistance:

a. Make sure that you are using your full e-mail address as your user name.

b. Make sure that Caps Lock is not on (unless you used Caps Lock during registration) and that your
password contains exactly the same information you entered during registration. Remember that
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HILOC FREQUENTLY ASKED QUESTIONS

passwords are case-sensitive and must contain at least eight characters, including, at least: one capital
letter, one number, and one special character (such as *, #, etc.).

If these suggestions have not resolved the issue, and you have tried your password at least twice,
please select the [Reset Password] link, as seen below.

User Name:|jsmim@company.com

F'asswnrd:ll-l-llllllllllii

3 [Reset Password ] C—

Your login attempt was not successful.
Please try again.

User.ﬂ.qreementl Log In |

Login Troubleshooting [ FAQs

Meed an account? Register Here

The following error message is displayed when too many unsuccessful login attempts have been made. Please be
aware that your account may be locked after you have made three unsuccessful attempts to log in. If this does
happen, you will need to call HILOC Support for assistance (866.316.6974).

UserName:ljsmim@company.com

F'asswnrd:|||||||||||||||

Your account has been locked out due to
the number of log-in attempts. Please contact
Application Support at 1-866-316-6974 to have

your account unlocked.

UserAureementl Log In |

Login Troubleshooting ! FAQS

Meed an account? Register Here

Password Reset Steps

Step 1: If you cannot remember your password, select the [Reset Password] link.
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User Name:ljsmim@company.com

F’asswnrd:l--------------

3 [Reset Password ] —

Your login attempt was not successful.
Please try again.

UserAureementl Log In |

Login Troubleshooting / FAQs

Meed an account? Register Here

Step 2: Once the [Reset Password] link is selected, the following screen will appear:

i Forgot Your Password?

-
=

=== Merify your Email Address to continue with the password reset.

=
=%
=N
m

Email Address:

Send Password Reset

Enter your e-mail address and select “Send Password Reset.”

Step 3: You will then see the following message:

Close [ X ]|

An e-mail containing instructions on resetting your password
has been sent to the e-mail address you entered below.

Step 4: An e-mail will be sent to your inbox containing the following content:
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A request has been submitted to HSAG to reset your password. Please select the following link to complete this process:
https://as.hshapps.com/public/resetpassword.aspx?2[D=c556df9d-1937-4¢50-b311-0406e2¢82¢25

If the application reset window does not launch, copy and paste the following Web address into the address bar of your Web browser:
https://as.hshapps.com/public/resetpassword.aspx?[D=c556df9d-1937-4¢50-b311-0406e2¢82¢25. The links in this e-mail will only be valid for 24
hours from the time the e-mail was sent.

If you did not request this password reset, please contact Application Support at 1-866-316-6974.
Regards,

HSAG Support

Note: The links in this e-mail will only be valid for 24 hours from the time the e-mail is sent. Users who
wait longer than 24 hours will need to repeat steps 1 through 3.

Step 5: Once you select the link in the e-mail, the following screen will display:

» [ Forgot Your Password?

ERE T\..pe VOur new paSSWOI’d belowr Filesze zelect & pazaword that containe at lesst: 8

charscters, one capitsl letter, one number, snd one
zpecisl charscter (zuch sz %, # efc.].

Password

Confirm Password

Reset Password

Enter and confirm a new password and select “Reset Password.”
The password must meet all of the requirements. Please select a password that contains at least:

o 8 characters;

e one capital letter;

e one number;

e one special character (such as *, #, etc.).

If the password entered does not meet all of these requirements, the following error message will display:
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Close [ X ]

There was an error setting the new password. Please select

@ a password that contains at least: & characters, one capital
letter, one number, and one special character (such as =, #,
etc. ).

If you do not enter the same password in both spaces, you will get the following error message:

Close [ X ]

@ The passwords entered do not match; please enter them
again.

Step 6: You will receive the following message when the password is successfully reset:

Password Changed Close [ X ]
Your password has been reset. Please Click Here to log in
to the application.

Step 7: When you select “Click Here,” you will be redirected to the log-in screen for the application.

User Name: | |
FPassword: |
User Aqre&mentl Log In |

Login Troubleshooting ! FAQs

Meed an account? Register Here

Step 8: The first time you log in, you will be asked to agree with the terms and conditions of the HILOC
application by selecting the “Submit” button in the User Agreement. If you select “Close,” (signifying
you do not agree with the terms and conditions) you will not be allowed to access the application.
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User Agreement

Hawaii Level of Care (HILOC) User agreement:
Flease read the following terms of use and indicate that you agree by clicking the "Submit” button at the bottomn of the page.

Warning: The information contained in the HILOC Web Application is confidential under State and federal law. Use and disclosure of this
information is limited to purposes directly related to the administration of the State of Hawaii Medicaid Program, including the managed
care and fee for service programs. The use and disclosure of this information is also subject to the privacy and security requirements of
the Administrative Simplification provisions of the federal Health Insurance Portability and Accountability Act. By entering member
information into HILOC, users atiest that the information is correct and understand that they may be reviewed under federal law i
intentionally providing false or untrue information.

Please review the HILOC User Guide before using the system for the first time.

Attestation and data use agreement: As a registered and enabled HILOC user, | understand that | am responsible and
accountable for:

« Staying informed of the reguirements of all applicable privacy laws;

+ Ensuring my compliance with the terms of this agreement;

+ Using the HILOC application and the personal identifying/protected health information
it contains only to perform my employment-related duties;

+ Ensuring the information | enter into HILOC is true and correct;

+ Reqguesting deactivation of my individual account when | leave the employment
under which | am activatedienabled; and

+ Ensuring that my individual user 1D and password are not shared or disclosed.

Wiolation of the terms and conditions of this agreement and/or violations of the State and federal confidentiality and privacy requiremenis
may result in termination of your access to the HILOC Web Application. Violations may also be reported o the State of Hawaii,
Department of Human Services for investigation.

| agree with these terms and conditions | do not agree with these terms and conditions

Note: For security purposes, the HILOC application contains a “time-out” function, which logs the user out of a
session after 30 minutes of inactivity. You will need to save any changes you made prior to logging out or they
will be lost.

3. I didn’t receive my security code

Security Code

During the user’s first login of the day, the application will display a Verify Code screen, which is the two-factor
authentication (2FA). The two-factor authentication (2FA) is an additional layer of security for the HILOC
application to protect patient’s sensitive health information. A six-digit security code will be sent to your email
account. All subsequent logins during a 24-hour period will only require you to enter your username and
password (no 2FA will be required).

Troubleshooting:

e Check your spam, junk, clutter email folders.
Click the Resend Code button.
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e Check your internet connection. If your internet connection is running slow, it may delay receiving
the security code.

e Check that your email account is receiving emails. If not, close it and re-open it. Be sure your email
account shows that it has been updated.

o Close the web browser you are using and re-open the web browser or use another web browser and
attempt to log in. If that doesn’t work, try to restart your computer.

e Ifall the above doesn’t work, verify with your organization’s information technology department that
noreply@hsag.com is white-listed as a safe email address and is not being blocked by the organization.

4. How do | search for a member?

Member Search or Medicaid ID Search

———b Member Mame or Medicaid ID

Please remember to search for a member thoroughly. If searching by Medicaid ID number is not successful,
please try searching by the member’s last name, or even a part of the last name, before trying to enter a new
member.

The Member Name or Medicaid ID search box allows you to search by a member’s name or Medicaid ID
number. Type a value in the Member Name or Medicaid ID box and select Search to view results in the Search
Results page. If you want to search by both the member’s first and last name, separate the first and last name
values by a space. You can type a partial value in the search box for a member’s name, but to retrieve the desired
result, the first characters of either the first or the last name must be entered.

Enter in the Search text box: Result would contain:

Every member whose first or last name began with a “Z”

z
Example: Zoe Smith, Mary Zheng, Zelda Zane.

Rob Every member whose first or last name began with “Rob”
Every every member whose first or last name begins with
Rich and whose first or last name begins with S

Rob S
Example: Sam Richards, Rich Smitman, Sally Richard

Typing less than the full Medicaid ID to search for a member will not produce results. In addition, if a
Medicaid ID number is entered for the search and the member does not display, this does not mean you
should add a new member. If the member did not have the Medicaid ID assigned within the HILOC
system, the Medicaid ID search will not work. Searching by name is necessary in these cases until the
ID has been placed on the member’s record.

Page 10



. ™ HILOC FREQUENTLY ASKED QUESTIONS

H s A G HEALTH SERVICES
ADVISORY GROUP
e
5. How do | view or print the forms or reports?

Viewing and Printing (from Adobe Acrobat PDF)

| er ot

« v
Look forthe "™ Fe™ or the " P symbol on the top right portion of the page. To open or save the form as
a PDF document, select the Adobe Acrobat icon. Select Open to open the 1147 form as a PDF document. Once
opened, you can print the PDF document to your local printer. Note that each form may be multiple pages when
printed (e.g., 1147 may print as five pages).

Hawaii Level Of Care Fvaluation (HILOC)
|

[‘u’alidate] [ Save ] [ Save & Close ]

[ Submit Form ] [Gluse]

|:| Temporarity Dizable Validation

4 A

Print Form Large Print \

6. | have entered all the data—now what should | do?

Validate, Submit, and Other Form Buttons

There are five buttons and two print icons located at the top of each page, as well as six buttons available at the
bottom of each page. See below for images of these buttons and descriptions of their functions.

Top Right of Form

‘u’alidate] [ Save ] [ Save & Close ]

[ Submit Form ] [ Close ]
|:| Temporarily Dizable Validation

et et

B | |
Print Form Large Print
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Bottom of Form

ValidateJ [ Save J [ Save & Close J ICIoseI

I Submit Form J

[ Delete Request J

o Validate: Confirms that the form’s current entries are complete and valid. If errors exist, a list of missing
or incomplete items will be displayed in red and the boxes for that information will also be highlighted in

red. Corrections need to be made to these validation errors in order for you to submit the form for
HSAG’s review.

e Save: Saves the form’s current entries (the form remains open).
e Save & Close: Saves the form’s current entries and closes the form.

e Close: Closes the form without saving entries that were made after the last time the form was saved.
- PLEASE NOTE: If you select Close, all changes to the form will be lost.

e Submit Form: Saves the form’s current entries, validates the form’s entries, and changes the form status
to “Submitted” or “MCP Review.” If the form’s entries are not complete and valid, an error message

will appear specifying which item(s) need to be corrected or completed, just as it did when using the
Validate button. After those corrections have been made, the form can be submitted successfully.

o Delete Request: Removes the requested form. Once deleted, the form cannot be retrieved.

7. |get a message that says “Server Error”—now what should | do?

Error Troubleshooting

Server errors are often caused by data in fields that do not meet the criteria for the expected response. For example:

a. Phone numbers should ONLY contain numbers (no letters).

b. Date issues can be avoided by using the calendar function seen here and selecting the date on the
calendar itself rather than entering the date. To launch the calendar function, select the date field.
Start Date End Date

| |

4 July, 2009 3
Su Mo Tu We Th Fr Sa
2B 29 30 i 2 3 4
5 & 7 8 9 1 11
12 13 14 15 16 17 13
19 20 21 22 23 24 25
26 27 2 29 30 3

2 3 4 5 &6

o
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c. Generally, if you select the Back or @ button, you should be able to review the data by selecting
Validate, so the system can help to determine which fields contain errors, and Save, to make certain
your work is not lost.

d. Error messages can be caused when the computer’s cache has not been cleared. Instructions for
clearing a browser’s cache will be specific to the type of browser you are using, but normally
simultaneously selecting Control/Shift/Delete will display a window for deleting browsing history.
Delete temporary internet files, cookies and histories and .reopen the HILOC application.

If none of these suggestions work, please try to e-mail a screen shot to the Help Desk at
HILOCSupport@hsag.com for review. Depending on your computer/keyboard combination, this can be

performed by holding down the Shift key along with the Print Screen key, and then pasting (either Ctrl-V or right
select the mouse and select Paste) the image into your e-mail window.

Technical Support

For any technical questions or need technical assistance:

1.

Refer to the HILOC-1147 Technical Support Contacts found under HILOC Resources & Instructions and
e-mail or call the managed care plan (MCP) security point of contact (SPOC) or the Med-QUEST
Division (MQD) staff.

If you require further assistance, please use the Feedback button within the HILOC application. This
button is located in the left navigation tree.

If that is not possible, please call HSAG office at 808-941-1444.

If you are still having difficulties, you may reach the HSAG Help Desk at1-866-316-6974. HSAG may
request an interactive online session to assist with detailed technical issues.

For online e-mail support: HILOCSupport@hsag.com
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